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Context

I SPHINCS1: Stateless, practical, hash-based, incredibly nice
cryptographic signatures

I Hash functions do not fall to Shor (but halved by Grover)
I Hash-based schemes: conservative choice post-quantum

I Necessary building block for signatures
I Tight security reductions

1Daniel J. Bernstein, Diana Hopwood, Andreas Hülsing, Tanja Lange,
Ruben Niederhagen, Louiza Papachristodoulou, Peter Schwabe and Zooko
Wilcox O’Hearn, Eurocrypt 2015
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Lamport signatures

I ‘Classic example’ of hash-based signatures

I Private key: N pairs of random numbers
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s0,0

s1,1

s1,0

s2,1

s2,0

. . .

. . .

sN−3,1

sN−3,0

sN−2,1

sN−2,0

sN−1,1

sN−1,0

I Public key: hashes of these random numbers

s0,1h( )

s0,0h( )

s1,1h( )

s1,0h( )

s2,1h( )

s2,0h( )

. . .

. . .

sN−3,1h( )

sN−3,0h( )

sN−2,1h( )

sN−2,0h( )

sN−1,1h( )

sN−1,0h( )

I Signature on N-bit value, e.g. 100. . .110

s0,1 s1,0 s2,0 . . .. . . sN−3,1 sN−2,1 sN−1,0

I Verification: hash, compare to public key

I Can only do this once!
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Merkle trees

I One public key, multiple signatures?
I OTS, so multiple signatures → multiple private keys

I Merkle: build ‘authentication tree’ on top

h8h7h6h5h4h3h2h1

I Leaf hi = h(Public key i)

I Parent = h(LeftChild ‖ RightChild)

I New public key: root node
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Merkle trees

I Signature must now include:
I Lamport signature σ
I Public key α
I Position in the Merkle tree, e.g. 5
I Nodes along the authentication path

h8h7h6h5h4h3h2h1

I Verification: verify σ, reconstruct root node
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Why not?

I Hashes (256-bit) survive post-quantum

I Signing is fast
I Keys are small

I Private key generated from small seed

I Signatures are somewhat large..

I Need to remember the last used index!
I Terribly inconvenient
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SPHINCS

I Large Merkle tree, height h
I Every d-th layer signs child node using an OTS

I Effectively a hypertree of h/d Merkle trees

I Sign messages using leaf nodes

. . .

2d
h/d

. . .

d
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SPHINCS

I Large Merkle tree, height h
I Every d-th layer signs child node using an OTS

I Effectively a hypertree of h/d Merkle trees

I Sign messages using leaf nodes

I No need to remember index: stateless

. . .
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Stateless?

I Large tree → many leaf nodes → small chance of duplicates

I Layers of OTS: no need to compute entire tree

I Layers of hashing: acceptable signature size

I ‘Few time signature scheme’ (FTS) for leaf nodes

I Chance of a break becomes negligible
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Key generation

I Generate random values SK1 and SK2

I Use SK1: generate OTS keys of top sub-tree
I Compute root node (recall: each sub-tree is a Merkle tree)

I PK: root node

I In general: SK1 generates OTS and FTS keys deterministically
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Signing

I Pick an FTS leaf node
I But not randomly! R = f (SK2,M)
I Deterministic signatures

I Sign digest of M, produce σFTS
I Sign FTS key using OTS, produce σOTS1

I Compute authentication path through Merkle tree

I Sign root node of subtree using next OTS, produce σOTS2

I Repeat.. until root node

I Signature: Σ =
(R, σFTS , (σOTS1 ,Auth1), (σOTS2 ,Auth2), . . . , (σOTSh/d ,Authh/d))
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SPHINCS-256

I 41KB signatures, 1KB keys
I 256-bit hash functions

I 128-bit post-quantum security

I h = 60, d = 5: 12 layers of sub-trees

I 260 leaf nodes
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Building blocks

I OTS

I Hash functions

I Key expansion function
I FTS

I Contains 16-layer Merkle tree (so 216 = 65536 leafs)
I Goal: 32 authentication paths, root node
I Paths start at (deterministically chosen) random leafs
I Complete tree takes approx. 2MB RAM..
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Platform

I STM32L100C board with
Cortex M3

I libopencm3 firmware
I 32MHz, 32-bit

architecture
I 256KB Flash
I 16KB RAM
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Treehash

I HORST tree is too large: 2MB!

I Treehash: only remember relevant nodes
I Maintain a stack: max. 16 nodes
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Treehash considerations

I Identify relevant nodes (320 of 131071)

I Identify relevant rounds (< 320 of 65536)

I Identify relevant nodes in rounds (bitmasks)
I Key observation: sort masks by round index

I Simply maintain a pointer

I Output in the appropriate order..
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Streaming

I Cannot store signature → stream out immediately
I HORST inherently not ordered!

I Tags (832 bytes total; 640 + 64 + 128)
I Re-arrange on the host

I Cannot store expanded key material

I Interleave ChaCha12 and Treehash

I Streaming message input
I Blockwise BLAKE512
I Stream twice: once for randomness, once for digest
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ChaCha12

I Core computation: ChaCha permutation
I 685818 calls per signature
I 65% of all computations

I 48 quarter-rounds of ADD, XOR and ROR

I Costs 738 cycles

I 512 bit state: 16 words of 32 bit each
I Fit precisely in the 16 registers..
I .. but we must preserve PC and SP
I → Reorder to minimize and group stack access

I ARMv7 rotates are (almost) free!
I eor r6, r6, r11, ROR #29
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Performance

I Works on 16KB RAM X

I Key generation: 28 205 671 cycles
I Signing: 589 018 151 cycles

I 32MHz, so approximately 18.41 seconds

I Verification: 16 414 251 cycles
I (but approx. 10M spent communicating)

I On 4-core Haswell:
“[..] signs hundreds of messages per second.”
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Cost of the state

I Implemented XMSSMT , configured similarly
I BLAKE and ChaCha primitives, 256 bit
I Two layers, subtrees with 220 leafs

I Merkle trees linked with WOTS+

I Stateful: process leafs incrementally

I BDS traversal, store partial trees (k = 6)

I Key generation: 8 857 708 189 cycles

I Avg. signing: 19 441 021 cycles

I Verification: 4 961 447 cycles
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Conclusions

I Stateless is expensive, but not prohibitively so
I Signing 30x as expensive as XMSSMT

I Verification similar to XMSSMT

I (Key generation much cheaper)

I Feasible on limited platforms
I Verification is practical
I Non-interactive signatures (high latency)

I Further algorithmic improvements desirable
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Lamport signatures

I ‘Classic example’ of hash-based signatures

I Private key: N pairs of random numbers

s0,1

s0,0

s1,1

s1,0

s2,1

s2,0

. . .

. . .

sN−3,1

sN−3,0

sN−2,1

sN−2,0

sN−1,1

sN−1,0

I Public key: hashes of these random numbers

s0,1h( )

s0,0h( )

s1,1h( )

s1,0h( )

s2,1h( )

s2,0h( )

. . .

. . .

sN−3,1h( )

sN−3,0h( )

sN−2,1h( )

sN−2,0h( )

sN−1,1h( )

sN−1,0h( )

I Signature on N-bit value, e.g. 100. . .110

s0,1 s1,0 s2,0 . . .. . . sN−3,1 sN−2,1 sN−1,0

I Verification: hash, compare to public key

I Can only do this once!

WOTS and HORST 2016-02-05 21 / 20



The Winternitz improvement

I Trade time for signature and public key size

I Idea: sign groups of m bits, let w = 2m

I Private key: N/m random numbers

s0 s1 s2 . . . sN/m−3 sN/m−2 sN/m−1

I Public key: hash w times

s0hw ( ) s1hw ( ) s2hw ( ) . . . sN/m−3hw ( ) sN/m−2hw ( ) sN/m−1hw ( )

I Signature on N-bit value, e.g. 1010 0110 0101 1100
I For this example, assume m = 4, so w = 16

s0 )h10( s1 )h6( s2 )h5( s3 )h12(

I Verification: complete hashes to w , check with public key
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HORST

I Few-time signature scheme, two parameters k , t, (e.g.
k = 32, t = 216)

I Private key: t random numbers s0, s1, . . . , st−1

I Public key: h(s0), h(s1), . . . , h(st−1)

I Build a Merkle tree on top

I Signature on N-bit value (e.g. N = 512)
I Split message (digest!) into k parts
I Interpret message parts as integers m0,m1, . . . ,mk−1

I Reveal sm0 , sm1 , . . . , smk−1

I Include authentication paths

I Very small chance of re-use
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